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Tracing in mobile communications system 
Field of the invention 

The invention relates to a tracing facility in a mobile communica- 
5 tions network, where tracing is activated and deactivated for individual mo- 
bile terminals. 

Background of the invention 

Figure 1 of the attached drawing shows a simplified block diagram 

10 of the GSM mobile communications system. The mobile station MS is con- 
nected via a radio path to a base transceiver station BTS, in Figure 1 to the 
base station BTS1. A base station sub-system BSS consists of a base sta- 
tion controller BSC and the base stations BTS controlled by it. A mobile ser- 
vices switching center MSG usually controls several BSC and is connected 

15 to other mobile services switching centers and a GMSC (Gateway Mobile 
Services Switching Center). Via the GMSC, the GSM network is connected 
to other networks, such as the PSTN (Public Service Telephone Network), 
another mobile communication network (PLMN), or the ISDN network. The 
operation of the entire GSM system is monitored by the operation and main- 

20 tenance center OMC. Subscriber data is stored in the Home Location Reg- 
ister HLR and in the Visitor Location Register VLR. 

In a data communications system, network and mobile terminal 
functionality can be observed by tracing. A tracing facility enables the net- 
work to trace the activities of various entities when specific events occur 

25 within the system. The tracing facility enables the tracing of all the informa- 
tion that is available to the network concerning the call path. Examples of 
information that could be in a trace record are the identity of the originating 
and terminating equipment of the subscriber, supplementary services in- 
voked, and all A-interface messages. The tracing facility can be used during 

30 system testing and commissioning, for example. In particular it may be used 
in conjunction with test mobile stations to confirm the network integrity and 
also the network quality of service (QoS). The facility may be used for sub- 
scriber observation, e.g. following a customer complaint or when the operator 
suspects malfunction of equipment, or at the request of the police. An exam- 

35 pie of equipment malfunction is the failure of handovers. Furthermore, trac- 
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ing makes it possible for the network to define a particular subscriber's loca- 
tion with the accuracy of a base station, for example. 

Tracing can be divided into subscriber tracing, i.e. the tracing of 
the International Mobile Subscriber Identity IMSI, and equipment tracing, i.e. 
the tracing of the International Mobile station Equipment Identity IMEI. IMEI 
may be traced in order to find out the current IMSI, or the location or behav- 
ior of faulty or stolen equipment when reported via the EIR (Equipment iden- 
tity Register). 

Trace activation is performed at the initiative of an operator by the 
switching center MSC to allow a trace record to be produced for a particular 
IMSI or IMEI when an invocation event occurs. Tracing is invoked by sending 
a BSSMAP M SCJ NVO KE_TR AC E message from the MSC to the BSS. The 
invocation event could be a location update, a call set-up, a handover, and/or 
a SMS (Short Message Service), for example. Trace records are generated 
according to the trace type given at trace activation. The trace type describes 
the invoking events for which the operator wishes to collect a trace record for 
a particular IMSI or IMEI and the type of record to be collected, i.e. the in- 
formation needed. When a subscriber undertakes such action as to cause an 
invoking event to start, the compilation of a trace record commences ac- 
cording to the trace type. The trace is deactivated by the operator at the 
MSC using a special management function. Deactivation also occurs when 
the subscriber leaves the network service area or when a certain time limit is 
met. Network elements can limit the number of simultaneous traces, by either 
rejecting a trace request or by only producing a sub-set of the information 
required. 

The problem with the above described tracing facility according to 
prior art is that activation as well as deactivation of the tracing is done manu- 
ally at the switching center MSC by the operator. This causes extra load for 
network management thus making the use of the tracing facility difficult. 
Furthermore, the activated trace is on until it is deactivated and might be re- 
cording unnecessarily when deactivation has not occurred in due time. For 
example, test mobile stations of the maintenance personnel are usually 
traced continuously although this would be desirable for only part of the time. 
This useless tracing causes excessive load to the MSC and the OMC and 
unduly restricts the number of terminals that can be traced. Yet another 
problem with the prior art tracing facility is that the numbers to be traced 
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have to be set manually in advance and due to the load caused to the net- 
work by tracing, the number of these numbers set to be traced is usually lim- 
ited. 

5 Summary of the invention 

The object of this invention is to provide an easily manageable 
tracing facility, especially simple trace activation. 

This is achieved by using a method according to the invention 
characterized by what is stated in the independent claim 1. Special embodi- 
10 ments of the invention are presented in the dependent claims. 

The invention is based on the idea that trace activation is executed 
when the mobile terminal contacts a predefined number. In a first embodi- 
ment of the invention, tracing is activated when the mobile terminal calls the 
predefined number and deactivated when this call ends. Tracing is thus ac- 
ts tive during the call and automatically deactivated at the end of the call. In a 
second embodiment of the invention, tracing is activated when the mobile 
terminal sends a message to the predefined number. In the second embodi- 
ment, tracing is deactivated when the mobile terminal sends another mes- 
sage to the predefined number or when a preset time period has elapsed, for 
20 example. There can be simultaneously many such predefined numbers, 
each of which executes trace activation for the mobile terminal that contacts 
the number. For example, these numbers can be predefined for different 
purposes, such as for maintenance personnel, commissioning personnel, 
customer service personnel, and customers. Also a call forwarded to one of 
25 these numbers triggers trace activation execution. 

The advantage of the method according to the invention is that it 
provides simple trace activation and thus increases the usability of the trac- 
ing facility. Furthermore, the tracing facility according to the invention is sim- 
pler to manage. 

30 Another advantage of the method according to the invention is that 

the operation of the switching center is optimized and automatized as far as 
the tracing facility is concerned. Especially tracing during the commissioning 
of a new base station site is facilitated. 

Yet another advantage of the method according to the invention is 

35 that it can serve a greater number of subscribers overall, although only a few 



WO 99/65261 




CT/FI99/00495 



at one time. When only the traces needed and wanted are saved, the storing 
of useless records is avoided in the network. 

Brief description of the drawings 

5 The preferred embodiments of the invention will now be described 

with reference to the attached drawings, in which 

Figure 1 shows the parts of the mobile communication network that are es- 
sential for the invention; 
10 Figure 2 shows the trace activation according to the invention; 

Figure 3 shows the first embodiment of the method according to the inven- 
tion as a flow chart; and 

Figure 4 shows the second embodiment of the method according to the in- 
vention as a flow chart. 

15 

Detailed description of the invention 

The present invention can be applied to any radio network. The in- 
vention will be described below in more detail, mostly by using the digital 
mobile communications system GSM as an example. Figure 1 shows the 
20 simplified structure of a GSM network as described earlier. The GSM system 
is described in GSM specifications and the book: "The GSM System for Mo- 
bile Communications 1 ', M. Mouly & M. Pautet, Palaiseau, France, 1992, 
ISBN:2-95071 90-0-7, where an interested reader can find more background 
information. 

25 In the following, the first embodiment of the invention is described 

in more detail with reference to Figures 2 and 3. 

Figure 2 shows the trace activation procedure according to the in- 
vention. In the first embodiment of the example presented in the figure, mo- 
bile station MS (party A) calls party B (stage 21). If the phone number of 

30 party B is defined to be a number activating tracing facility according to the 
invention, i.e. defined as a trace activation number, the tracing facility is acti- 
vated when a call is made to this number at stage 21. Tracing is invoked ac- 
cording to prior art when an invocation event occurs. If the phone number of 
party C is defined as a trace activation number, the tracing is activated when 

35 the call is forwarded by party B to this number at stage 23. An example of 
such a situation would be when a customer service (party B) forwards the 
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call that party A made to the trace activation number of party C. This func- 
tionality is of use in cases when a subscriber reports poor network quality or 
field strength, for example. By forwarding the call to a trace activation num- 
ber, the customer service is able to trace the location of party A and other 
5 information needed to analyze the reported problem. Customer services may 
also instruct party A to call the trace activation number directly, such as the 
number of party C. In this case the trace activation would take place when 
party A calls this given number (stage 25). According to the invention the 
tracing remains activated during the call and is deactivated when the parties 

1 0 concerned terminate the call. 

Figure 3 shows the first embodiment of the method according to 
the invention as a flow chart. At step 31 trace activation numbers according 
to the invention are defined, i.e. the numbers that activate the tracing are set. 
At step 32 a subscriber starts a call with a call setup. It is checked at step 33, 

15 if the call is made to one of the trace activation numbers defined earlier at 
step 31. When the switching center MSC detects a call made to a trace acti- 
vation number, it activates the tracing according to the invention (step 34). 
The tracing is activated for the calling mobile station based on the IMSI or 
IMEI transferred to the network at call setup. At step 35 the continuance of 

20 the call is monitored. Trace records are produced during the call whenever 
an invoking event occurs. At the end of the call, the switching center MSC 
deactivates the tracing for this particular mobile station (step 36). 

In the second embodiment of the invention, the trace activation is 
executed by sending a short message from the mobile station. In the exam- 

25 pie of figure 2, mobile station MS (party A) sends a short message to party B 
(stage 21). If the number of party B is defined to be a trace activation num- 
ber, the tracing facility is activated when a short message is directed to this 
number at stage 21. Tracing is invoked according to prior art when an invo- 
cation event occurs. According to the invention the tracing remains activated, 

30 for example, for a predefined time period or until party B receives another 
short message from the mobile station MS in question. 

Figure 4 shows the second embodiment of the invention as a flow 
chart. At step 41 trace activation numbers according to the invention are de- 
fined, i.e. the numbers that activate the tracing are set. At step 42 a sub- 

35 scriber sends a message, such as short message SMS in the GSM. It is 
checked at step 43, if the message is send for one of the trace activation 
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numbers defined earlier at step 41. When the switching center MSC detects 
a message sent to a trace activation number, it activates the tracing accord- 
ing to the invention (step 44). The tracing is activated for the communicating 
mobile station based on the IMSI or IMEI transferred to the network with the 
5 message. At step 45 a stop signal, i.e. a call off of the tracing, such as an- 
other message from the mobile station in question or predefined time period 
elapsing, is monitored. Trace records are produced during the trace acti- 
vated period whenever an invoking event occurs. When detecting a call off of 
the tracing, the switching center MSC deactivates the tracing for this par- 
1 0 ticular mobile station (step 46). 

The first and second embodiments of the invention described 
above can also be combined wherein the predefined trace activation num- 
bers activate tracing whenever receiving a communication from a mobile sta- 
tion. 

15 Any communication from a mobile station to a predefined trace ac- 

tivation number activates tracing according to the invention. For example, 
any call made or forwarded to the trace activation number and/or any short 
message sent to this number activate tracing for the party A of the communi- 
cation. In case of a call forwarded to a predefined trace activation number, it 

20 is a condition for the method according to the invention that an identifier of 
the caller (party A), such as IMSI or IMEI, is provided to the trace activation 
number. Tracing can be subscriber (IMSI) tracing or equipment (IMEI) tracing 
as in prior art. The trace type can be defined according to the called number 
or the calling party, for example. The trace type can also be defined to pro- 

25 duce records of a pre-selected standard type. 

Different trace activation numbers can be defined for different 
uses. For example, one trace activation number could be defined for com- 
missioning new sites. When a new site is put into use, field personnel could 
make a few calls to this number so that the trace records produced can be 

30 used to check the behavior of the new site. 

The trace activation according to the invention is fully automatic 
after the setting of at least one trace activation number by the operator, for 
example. Therefore, this kind of trace activation and deactivation is easy to 
use. Furthermore, trace activation on a call basis does not load the network 

35 unnecessarily. 
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The drawings and the related description are only intended to 
demonstrate the principles of the invention. The details of the method ac- 
cording to the invention can vary within the patent claims. In this application, 
a communication from a mobile station means any kind of mobile originating 
5 communication, a call or a short message, for example. 



